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PATENT APPLICATION 


NETWORK, METHOD AND COMPUTER READABLE MEDIUM FOR 
DISTRIBUTING SECURITY UPDATES TO SELECT NODES ON A NETWORK 

5 ABSTRACT OF THE INVENTION 

A network having a intrusion protection system comprising a network 
medium, a management node connected to the network medium and running an 
intrusion prevention system management application, and a plurality of nodes 
connected to the network medium and running an instance of an intrusion protection 

10 system application, at least one of the nodes having an identification assigned thereto 
based on a logical assignment grouping one or more of the plurality of nodes, each 
node sharing the identification being commonly vulnerable to at least one network 
exploit is provided. A method of transmitting a conmiand and security update 
message to a subset of nodes of a plurality of network nodes comprising generating an 

15 update message by a management node of the network, addressing the update message 
to a network address shared by the subset of nodes, transmitting the update message, 
and receiving and processing the update message by the subset of nodes is provided. 
A computer-readable medium having stored thereon a set of instructions to be 
executed, the set of instructions, when executed by a processor, cause the processor to 

20 perform a computer method of generating, by the computer, a message addressed to a 
subset of nodes on a network, transmitting the message on a network medium of the 
network to the subset of nodes, receiving the message by a router terminating the 
network medium, and forwarding, by the router, the message to any nodes included in 
the subset of nodes on a second network medium terminated by the router is provided. 
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